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Matt Johnson introduces an exciting
new service from Imerja, designed to
integrate with your IT strategy, reduce

costs and provide you with peace of mind.

matt.johnson@imerja.com

Businesses that use technology beyond a
standard website, such as providing for online
transactions, need to be confident that their
services are secure and available 24 hours a
day, seven days a week.

To ensure constant up time, the main power needs
to be supplemented not only with a UPS, but also
a stand-by generator. Multiple air conditioning
units are required in case one fails, as are multiple
internet connections, both at the wall and into the
building. For small businesses, the costs associated
with this can be prohibitive.

Additionally, organisations handling credit card
data must be compliant with PCI regulations, so
hardware, software, the computer room and the
office itself have to meet specific standards. The
number of people who can touch or configure
the equipment is heavily managed and process
orientated, making compliance a complex and
time-consuming procedure.

Traditionally, orgasnisations looking to avoid the
huge costs of keeping such equipment in-house

Matt Hampton explains the
latest developments to Imerja’s
own email security service, and the
benefits it offers to business.

matt.hampton@imerja.com

Email can be a weak link in your security
system, often thanks to the risk of human
error when people open up rogue messages.

Implementing software protection can be costly,
however, Imerja has developed a cost effective
solution to this problem, providing peace of mind
that your business network is protected.

Imerjamail is an email security solution that uses

a combination of commercially available and
open-source applications to block 98 per cent of all
spam, including viruses, trojans, worms, unsolicited
marketing and phishing messages. By moving

the processing out of the corporate network,
bandwidth and resource costs are considerably
reduced. Its open-source capability and point
scoring applied to each email scanned means that
it constantly evolves and adapts to identify and
block the latest threats. It provides flexible criteria,

moved their equipment into a hosting centre.
But this, too, can be extremely expensive, with
each client requiring its own environment.

Imerja’s new Complex Hosting service, however,
provides a hosting environment with a common
security infrastructure, so that firewall, load
balancing and other complex services can be
provided by us. This means that the burden of
compliance and availability is taken away, saving
you time and money, reducing your carbon
emissions, and helping your business work

more efficiently.

For more information on complex hosting services
from Imerja contact us or visit www.imerja.com

of which the user has full control;
they can set thresholds to allow,
block or quarantine messages.

This service has been recently

extended to provide email

archiving and emergency
email access. Archiving addresses the need for
businesses wanting to retain an auditable record
of all email messages sent and received. With
this service in place, Imerjamail can also provide
emergency email access via a web browser,
offering immediate access to business email
communications in the event of the corporate
mail server not being available for any reason,
such as office fire, flood or other catastrophic event.

Such a cost-effective and flexible approach

to software is particularly beneficial to

start-up and growing businesses that experience
significant outgoing expenses in their early years
of development. Not only is the cost of licensing
removed, but the business also has instant access
to an online community working to ensure the
security of the software; and when incorporated
into an overall business IT strategy, offers a cost
effective element to a business disaster recovery
and business continuity solution.



Anyone taking a rush hour train can
testify to the number of commuters
busily using laptops and mobile phones
to extend their working day.

A survey published at the start of this year
reported that 50% of UK workers in SMEs are
classified as mobile, and the number is growing.
Mobile communications networks in the UK are
now reported as being ‘supersaturated’ with up
to 120% more active connections than there are
people. And just recently, Ofcom identified that
84% of people over eight years of age have
access to mobile communications — a clear sign
that the mobility trend is not about to slow.

With a growing preference for flexible working
it is essential organisations recognise the
importance of securing mobile devices. The
FSA report ‘Data Security in Financial Services’
clearly identified that UK firms are failing to
consider all aspects of the data security risk
they face, and acknowledged that security is
rarely a top priority for mobile workers.

Around a hundred laptops are reported

stolen every single day — a vulnerability that is
heightened by the increase in remote working,
including on trains and planes, at internet cafes,
hot-desks and in a whole host of other public
places. Whilst technologies exist to limit the
damage should a laptop or other device be
taken, all too often the catalyst for implementing
appropriate safeguards is experiencing a
security breach or serious data loss, as we have
seen repeatedly over the last year starting

with the government’s reaction following the
news of the HMRC data loss in October 2007.

- 54% of UK businesses allow staff to access
their systems remotely

- 60% of mobile employees have worked from
planes or trains

- 65% have worked from busy restaurants

- 1in 6 people have admitted to working from
public toilets!

Nevertheless, as business applications improve
and high speed connectivity becomes more
widely available the future demands on flexible
working are set to expand ever further — and we
have yet to understand what challenges that
will bring.

To try and understand where the mobility story
might head next, Imerja recently organised a
round table inviting a select number of senior IT
professionals to discuss the issues and impacts
on their business. Working in partnership with
Check Point and Computer Weekly the round

table took place on the River Thames aboard
one of the Queen'’s state river barges, the Royal
Nore. The invited panel included people from a
cross section of industry sectors, including:

Chris Haynes - Director EDT

- Transformational Government

Steve Orman - Head of IT, Sussex HIS

Ben Lindgreen - IT Security Manager, Burberry
Graham Whitehead - Futurologist & Principal
Consultant at BT

Nick Lowe - Regional Director, Check Point
Software Technologies

Matt Hampton - Chief Technology

Officer, Imerja

The event was chaired by lan Grant of
Computer Weekly. He will be reporting on the
wide range of topics discussed in a forthcoming
edition of the publication.

With free rein to explore ideas and think outside
the box, the lively session covered

a wide range of topics around mobility,
venturing into other areas such as ownership

of data in transit and web 2.0 services such

as social networking.

Whatever the future for mobility in the
workplace, the issues around securing IT
infrastructure and protecting data will
continue to evolve and are likely to keep
making the news. Organisations will still
have a responsibility to identify and
understand challenges they face. They will
need to educate their users on the potential
risks associated with mobile working, to ensure
they are properly equipped to safeguard
the information they have.

(3 Check Point
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David Astley

Head of Health

& Emergency Services
ntl:Telewest Business

Security of information is a hot topic for

many. Central and local government,
health and emergency services, all have challenges in
keeping information that is meant to be secure, really
secure. In the recent past we have seen memory sticks
being lost, laptops misplaced all with information on them
that could, in the wrong hands, cause real damage to
individuals and possibly our social infrastructure. At best
the “loss” of this information causes significant, corporate
and individual anxiety.

The challenge then is to provide for flexible ways of
working and at the same time ensuring information is
safe and only accessible by those with valid reason and
authorised to do so. Here at ntl:Telewest (part of the
Virgin media Group) we have developed a “workaway”

Ben Lindgreen
IT Security Manager
Burberry

An effective security policy should be
designed to respond to the company’s

requirements for carrying out their chosen
business; flexible working is just one of those requirements.

Mark Worsley
Office Managing Partner
CLB Coopers

As an organisation we have had to

develop a flexible approach to how

we deliver our services to our clients.
This is both in terms of the location that the services
are delivered and the time of day at which our clients
expect us to be available. As a result our staff now
needs access to our network not just in the office but
also from client premises and their homes.

Our primary concern is that all the information we have
regarding our clients is confidential and we are acutely

lan Hawkins

Infrastructure Manager

(Voice & Data)

Warrington Borough Council

Flexible working introduces a new
range of risks to the security of information which has
led to a review of our security policies. We have moved
rapidly from a reasonably secure internal access model
to the provision of access from potentially untrusted and
unmanaged locations.

Many existing security policies such as password
changes and auto screen locking are still just as valid
for flexible working, but additional measures are also

system that allows us to access our network resources
remotely from almost any PC or laptop. It provides for
secure tunnelling through the internet, encryption and
strong authorisation techniques. In addition company
information, whatever form it takes cannot be stored
locally when logged into the network remotely, we

must use secure network drives. Storage devices such
as memory sticks are also secured and will only work
when encrypted and can only be stored to when we are
connected directly to our network.

The ability to provide for remote and flexible working

is essential to ensure our workforce, especially my field
sales people, are as efficient and effective a possible,
having the information they need at their fingertips. Of
equal importance is the security of the information they
have access to. | believe we are doing a good job in
managing this balance but we need to remain diligent in
ensuring our security policies and processes are followed
carefully and at the same time support the dynamic and
challenging nature of our business.

However, the security policy is only half the story.

To be truly effective, the policy must be combined
with an ongoing awareness programme for
users, so that they’re aware of the risks; and

also technical controls, such as encryption — so
that if the worst does happen, and data is lost,

at least it remains secure.

aware of the risk to our reputation if there was a
breach of that security.

We have therefore taken steps to increase the

level of security to ensure that the remote devices
used are properly authenticated prior to being
allowed access. In addition we have undertaken

a review of our policy on the storage of data on
mobile equipment to prevent the loss of data either
maliciously or accidentally.

However, fundamental to the security of the system is
the education of the users — without that education the
introduction of new policies will not lead to the desired
increase in security.

needed to ensure the integrity of the remote device
and user.

Recent high profile data losses have focussed attention
on data security and this has assisted in justifying the
provision of additional perimeter security; end point
security measures; strong authentication and more
granular access control systems.

Despite the increased risks, we have taken this as an
opportunity to review, expand and strengthen our
security measures across the whole infrastructure and
feel that we are now in a better position to meet the
complex challenges of flexible working as well as
improving our general security position.



ntlzTelewest and Imerja team up to

deliver UK's most diverse network for RNLI

The ntl:Telewest Business / Imerja partnership goes from
strength to strength as they are formally awarded preferred
supplier status by the Royal National Lifeboat Institute for the
provision of their next generation wide area network.

Secured through a formal competitive tender,
ntl:Telewest Business and Imerja worked
together to develop an innovative proposal
to deliver a modern business class wide
area network supporting the Institute’s head
quarters in Poole, 12 regional offices and

258 lifeboat stations in support of the RNLI's
Strategic Plan.

Arguably the most diverse network in the
UK, the project will see the implementation
of wireless and wired local area networks

in all the lifeboat stations across the UK,
Republic of Ireland and the Channel Islands.
These will be interconnected to regional
offices and the Poole HQ by ntl:Telewest’s

IP VPN infrastructure and also include

the provision of a secure and diversely
connected internet service.

Whilst it is not envisaged the network will
carry emergency calls, the infrastructure is
fundamental in the delivery of the RNLI's
operations and will be underpinned by

a comprehensive 24x7 support and
management service over the next 5 years.

Based on Cisco architecture, the network
will provide multiple logical networks

and a granular class of service to prioritise
the differing traffic types across the
infrastructure. This will be delivered against
a comprehensive service level agreement
with a wide range of management statistics
being provided in support of its operation
and to enable effective capacity planning.

Imerja is jointly responsible for the design
and delivery of multiple logical wired and
wireless networks at all of the 271 sites, along
with the design and implementation of the
network-wide management and reporting
platform to be used by ntl:-Telewest’s Network
Operations Centre in Peterborough. Post
implementation Imerja will continue to assist
in the on-going support and management of
the network.

“This is a tremendous win
and an exciting project

for us to be involved with.
Working closely with
Imerja on this project
has enabled us to offer
RNLI a depth of service

that surpassed the
competition and allowed
us to deliver an innovative
yet robust solution with a
comprehensive on-going
service offering”.




Imerja is the catalyst for
flexible working in Warrington

Further demonstrating the value of its partnership with
ntl:Telewest Business, Imerja is pleased to announce
the recent award of a 3-year contract for the provision
of a range of security and remote access products for
Warrington Borough Council.

Procured under the government catalyst framework, the
successful joint bid from ntl:Telewest and Imerja was
developed on a blend of industry leading products brought
together in a seamless service to support the council’s
flexible working strategy.

In responding to the tender the ntl:Telewest led partnership
proposed a resilient, load balanced perimeter from Stonesoft
and SSL VPN service from Juniper complimented by RSA strong
Authentication, Exinda bandwidth management and Check
Point Endpoint Security components — all underpinned by a
comprehensive design and installation service with on-going

technical support and maintenance over a 3-year contract term.

“We selected ntl:-Telewest Business
and Imerja for a number of reasons
including their ability to demonstrate how
they can work together to underpin the
council’s flexible working strategy, and
their proven experience in delivering
perimeter and endpoint security solutions
within the public sector”.

lan Hawkins, Infrastructure Manager (Voice and Data)
Warrington Borough Council

The project is scheduled to start late September 2008 and will
enable the council to deliver upon its Flexible Work Strategy.

New Customers Update...

City Learning Centres
set their sights on
High Definition

When St Helens City Learning Centres decided it was
time to take a fresh look at videoconferencing, they
knew they needed to set their sights on high definition
technology and turned to Imerja to assist.

With both City Learning Centres already offering
outstanding state-of-the-art ICT facilities, the objective for
Imerja could not have been clearer - to provide a high
definition, true-to-life videoconferencing solution with the
capability to enhance learning between Haydock and
Rainhill campuses as well as maintaining interoperability
with existing, wider videoconferencing participants across
the Borough and beyond.

Having recently identified LifeSize® video communications
as a ‘best of breed technology’ in the high definition,
videoconferencing arena, Imerja had no hesitation in
recommending a combination of both LifeSize® Team

MP and LifeSize® Express technology to deliver superior
quality of experience and make communication between
the two Centres as natural as being in the same room.

“With travel costs and time

limitations increasingly constraining
access to subject matter experts,

the deployment of LifeSize® high
definition videoconferencing again
places St Helens City Learning Centres
at the forefront of technology

and learning whilst allowing us to
proactively reduce our carbon
foot-print in the process”

Glenda Henderson, Director
St Helens City Learning Centres

As well as maintaining the solution for the next 3 years,
Imerja will continue to provide strategic advice to the
St Helens City Learning Centres on the deployment of
their high definition, videoconferencing estate.

<erimerja



Imerja takes a stand at SOCTIM
& Public Sector Forums

For Imerja, attendance is an invaluable
appearance at the SOCITM annual Opportunity to talk face to face with both
exhibition. The event is being held at the potential and current customers about
Celtic Manor Resort, Newport on the 12th - the IT security solutions and services they
14th October where Imerja will be situated ~ can provide.

on stand 6 in the main enterance hall. PUb“c sector Forums

Imerja is working with Public Sector
Forums to organise an event focusing

on Data and IT Security in the Public
Sector. Taking place at Edgbaston Cricket
Ground on 4th November, the event has
already attracted interest from local
authorities across the UK.

This year will see Imerja's fourth

The SOCITM exhibition is widely thought of as
a great chance to enhance the professional
development of companies and their
customers alike. The association has over 1900
members from 550 organisations, many of
which attend to gain an updated knowledge
about the development and use of ICT around
the UK.

Imerja joins the
premier league!

Whilst it may not quite measure up to some of the recent dealings in
top flight football, Imerja has secured its place in the Premiership by
signing up as a formal corporate sponsor with Wigan Athletic Football
Club for the 2008/09 Premiership Season. In addition to the various
business to business opportunities and corporate packages this
relationship will provide the company in the months ahead, including
key match day sponsorships, it also includes official Player Sponsor for
the number 16 midfielder Antonio Valencia. Come on the Latics!

Imerja nets benefit in the Gambia

Appointments

Imerja’s continued success and growth has
seen five more new appointments in recent
months. Martin Rutterford joins us as New
Business Development Manager, and will be
responsible for the London and South East
area. We also welcome the addition of Mark
Clapham, who is taking up the role of Solutions
Delivery Manager, managing customer
expectations and staff workloads in order to
enable us to continue our efficient service.

Huw Nolan joins the team as a Security
Specialist, providing a boost to the company’s
operations. Eva Drory and Robert Wojcik

also join us to provide dedicated project
management expertise in both Bolton and
Elstree office locations.

This continued expansion of the team
demonstrates our commitment to maintaining
high level of service to our customers and
creating a productive and enjoyable place
to work.

(Clockwise)
Martin Rutterford

Mark Clapham R o | =
Huw Nolan ki
Eva Drory 1 }#

Robert Wojcik
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